Remove Stubborn Malware with SuperAntiSpyware

During our series about how much of a problem Malware can be, we took a look at three of the
top utilities that can eliminate it. However, we would be remiss if we didn’t cover another top

trusted choice out there called SuperAntiSpyware which can detect and remove over a million

threats.

Installation

Installation is pretty straight forward and easy following the install wizard. During installation
make sure to check for the most recent updates for the detection database. This is always a great
feature in security software so you’re sure to have everything up to date right away. Another
feature to enable during installation is to have SuperAntiSpyware keep an eye on the homepage
for Internet Explorer so something shady doesn’t hijack it.

SUPERAntiSpyware - Protect Home Page Iﬁ

% Protect Home Page from Being Changed

SUPERANtSpyware can optionally protect your home page in Internet Explorer from
bi.gg changed by other applications. Spyware and Adware applications often change the

home page without your permission.

Type the URL of the page that you wish to make your default home page which appears
each time you open Internet Explarer. You may change this at anytime in the Hi-Jack
Protection tab of SUPERARtiSpyware,

Home Page for Intemnet Explorer

o P

Display a notification window when home page changed (recommended)

Protect Home Page (recommended) l | Do MOT Protect

Using SuperAntiSpyware

There is a great Main Menu to control all of the functions and features. Of course not everything
is available with the free edition but enough to detect and clean the malware.


http://www.howtogeek.com/howto/3147/remove-stubborn-malware-with-superantispyware/
http://www.howtogeek.com/howto/2998/how-does-spyware-malware-or-crapware-get-on-my-computer/

| @ sUPERAntiSpyware Free Edition ==

SUPERANti Spyware Main Menu
Secan your computer for hanmful software, corfigure advanced scanning options, manage quarantined items, and schedule
scanning & a speciiied time.,

Scan for Harmful Software = Manage Quarantined ltems

Q Scansg your compuler for Spyware, Adware, Malware, ]‘:@ Restore previously removed tems that have been
Trojans, Woms, Parasites and other potentially hammful guarantined when they were delected.
software that may be installed on your computer,
| Scan your Computer, .. [ Manage Quarartine... ]

@ Scheduled Scanning . Configuration and Preferences

W sean your computer a1 a specified time of the day or night. Configure realdime scarning ard other in-program
Recommended to ensure your computer stays free of options to customize SUPERAR Spyware to your
harmiful software. needs.

Scheduled Scanning... [ Freferences...

g Spyware Definition Updates @ Definition Database Yersion

Check to make sure you have the latest spyware ! Core : 3717 Trace ;1651

definition updates for the most upto-date protection. Definitions Updated

01/15/°2009 at 07-36 PM
| Check for Updates... Last Scan Date Program Version
00000000 2t 00:00 AM 4241002
SUPERARLS pyware Free Edition
bwsbial's i Click here ho upgrads now

The features available are adequate and comparable to other free spyware utilities out there. To
do a manual update go into Preferences and under Automatic Updates click on Check for
Updates Now. Place a check next to the box allowing update checks each time it’s started.



e Options for downloading and installing program and definition updates.

Automatic Updates
Automatic updates are safe and secure. Mo personal information is ever communicated to
our Servers,

[] Automatically check for program and definition
updates every 8 hours {recommended)

Chedk for program updates when the application
starts {recommended)

[ Chedk for Updates Mow... E

Definition Updates Reminder

Motify me if I have not chedked for definition updatesin 5 = days

With the free edition there are enough features to do the job, however for some of the advanced
settings the Professional version is required which runs $29.95. The professional version allows
Real-Time Blocking, Scheduled Scans, Registry Protection, Auto Scanning, Automatic Daily
Updates, and Free Email Support.

SUPERAnNtiSpyware Feature Unavailable ﬁ

@ SUPERANtiISpyware Feature Unavailable

The requested feature is not available in SUPERANGSpyware Free Edition. You may wish to
consider upgrading to SUPERANtSpyware Professional.

SUPERAnRtSpyware Profeszional

SUPERANtiSpyware Professional offers many unigque features such as Real-Time blocking of
Spyware, Adware, Malware and automated scheduled scanning of your system,

Compare SUPERARS Dware Free we SUPERARKS puware Professional

Upgrade Mow.. . ]

L

In tests a Quick Scan took just under 20 minutes, this may seem like a long time but this utility
really scans files thoroughly. The best option is probably to create a custom scan so it is not
wasting time on music and video files. There are three types of scans which are Quick,
Complete, or Custom.



® SUPERANtiSpyware Free Edition
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SUPERAnti Spyware Scanner

Please select the drive(s)to scan and your scanning optiens. Click Next to begin scanning.

Scan Location

[V C:\- Fixed Drive (NTFS)
[0 DA-CO-ROM

[ E\- Ead Drive (NTFS)
[ F:\ - Fixed Drive (NTFS)
[ G- Removabie (NTES)
[ % M- Removabie (NTFS)

Quick Scan

Scans running items, known registry locations and scans the most common
places spyware, adware and cther harmful software are installed.

.ﬁ &) Perform Quick Scan

Complele Scan

Scans all running items, known registry locations and scans every file on the
selected dnvels). This ks recommended at lzast once every 30 days.

ﬂ ) Perform Complete Scan

Custom Scan

Select the areas of your computer you wish fo scan for potentialy hamful

@ @ Perform Custom Scan

[¥] Memary V] Selected Folders
[¥] Registry
[+/] Startup Locations |_Select Foiders... |
[] Cookies
| <Back | Neds [y | Cancel

SuperAntiSpyware definitely does what it claims insofar as detection of and removal of
malicious software. It was able to identify and remove almost 900 instances of malicious

junkware.
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SuperAntiSpyware boasts being able to detect over 1 million malicious threats from Spyware,
Adware, Spyware, Adware, Malware, Trojans, Dialers, Worms, KeyLoggers, HiJackers,
Parasites, Rootkits, and others. This is good to know and gives a user piece of mind when it
comes to security of their PC. If you have a nasty infection this can be a great tool for
discovering issues that other programs may not see.
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Remove ALL the Spyware, NOT just the easy ones!

Download SuperAntiSpyware



http://www.superantispyware.com/download.html

