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Windows 10’s Fall
Creators Update in-
cludes a new Win-
dows Defender fea-
ture designed to pro
tect your files from
ransomware. It's
named “Controlled
Folder Access”, and
it's disabled by de-
fault. You'll need to
enable it yourself if
you want to try it out.
This feature is no
substitute for good
backups, which can
help you recover

your files in case a
piece of ransomware
makes it past your
security software. But
it's still good to have
enabled as a preven-
tative measure.

How Contr ol
Fol der
Wor ks
This feature is part of
Windows Defender. It
provides an addition-
al layer of protection
when programs try to
make changes to
files in your personal
data folders, like your
Documents, Pictures,
and Desktop folders.
Normally, any pro-

Acce

gram running on your
system could do any-
thing it liked to these
folders. With this new
feature enabled, only
“apps determined by
Microsoft as friendly”
or applications you
specifically allow will
be able to make
changes to your per-
sonal files in these
folders.

In other words, this
will block ransom-
ware from encrypting
or otherwise making
any changes to your
protected folders.
Controlled folder ac-
cess won't protect
against malware
viewing and making
copies of your files. It
only protects against
malware changing
these files. So, if mal-
ware was running on
your PC, it could still
make copies of your
personal data and
send it elsewhere—it
just wouldn’t be able
to overwrite those
files or delete them.

How t o
troll ed
cess

To enable this fea-
ture, open the Win-
dows Defender Se-
curity Center applica-
tion. To find it, click
Start, type “Windows
Defender”, and
launch Windows De-
fender Security Cen-
ter.

Click the shield-
shaped “Virus &
threat protection”
icon in Windows De-
fender’s sidebar. Af-
ter you have, click
the “Virus & threat
protection settings”
link.

Scroll down and set
the “Controlled folder
access” option to
“On” by clicking it.
Agree to the User
Account Control
prompt that appears
afterwards to confirm
this change.

If you don’t see this
option, your PC prob-
ably hasn’t been up-
graded to the Fall
Creators Update yet.
How to Cho
Which Fol d

EnablPg oCerct ed
F o | ddace yoA\e enabled
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o
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https://www.howtogeek.com/124754/htg-explains-why-you-shouldnt-disable-uac/
https://www.howtogeek.com/124754/htg-explains-why-you-shouldnt-disable-uac/
https://www.howtogeek.com/306610/whats-new-in-windows-10s-fall-creators-update/
https://www.howtogeek.com/306610/whats-new-in-windows-10s-fall-creators-update/
https://www.howtogeek.com/174343/ransomware-why-this-new-malware-is-so-dangerous-and-how-to-protect-yourself/
https://www.howtogeek.com/242428/whats-the-best-way-to-back-up-my-computer/
https://www.howtogeek.com/242428/whats-the-best-way-to-back-up-my-computer/
https://www.howtogeek.com/225385/what%E2%80%99s-the-best-antivirus-for-windows-10-is-windows-defender-good-enough/
https://www.howtogeek.com/329532/how-to-protect-your-files-from-ransomware-with-windows-defenders-controlled-folder-access/
https://www.howtogeek.com/329532/how-to-protect-your-files-from-ransomware-with-windows-defenders-controlled-folder-access/
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How t o
Wi ndows

click “Protected fold-
ers” under Controlled
folder access in Win-
dows Defender’s in-
terface to manage
which folders are
protected.

By default, you'll see
that Windows pro-
tects system folders
and user data fold-
ers. These include
the Documents, Pic-
tures, Videos,
Music, Desk- :
top, and Favor- §
ites folders in
your user ac-
count’s folder. §
If you store im- ®
ortant data in }
pther folders,
you’ll want to
click the “Add a
protected fold-
et” Button and
add other folders with
your important per-
sonal data.

How t o Gi

Your Fil
Here'’s the good
news: Windows tries
to be smart about
this. Windows De-
fender will automati-
cally allow known-
safe programs to
change files in these
folders, so you don’t
have to go through
the hassle of allowing
all the different pro-

e s

Protect
D&f eNE@ve nt r o |

v e
gram Access

grams you use to ac-
cess your personal
files.

However, when a
program that Win-
dows Defender isn’t
sure about tries to
change the files
found in these fold-
ers, that attempt will
be blocked. When
this occurs, you'll see
an “Unauthorized

changes blocked”
notification informing
you that Controlled
Folder Access
blocked a specific
program from writing
to a specific protect-
ed folder. The pro-
gram will likely dis-
play an error mes-
sage.

If you see this notifi-
cation and you know
the program you’re
using is safe, you
can allow it access
by heading to Win-
dows Defender > Vi-

Your

Fil es
|l ed Fol

rus & threat protec-
tion > Virus & threat
protection settings
and clicking the
“Allow an app
through Controlled
folder access” link
under Controlled
folder access.
You can also simply
click the notification,
which will be under
your Action Center if
you haven't yet
@ dismissed it, to go
directly to this
screen.
Click the “Add an
allowed app” but-
ton and browse to
the program you
want to give ac-
cess to. You'll
8 have to find the
¥ .exe file associat-
" ed with the pro-
gram, which will likely
be somewhere under
your Program Files
folder.
Whenever you see
the notification and
want to unblock an
app, return here and
add it. You shouldn’t
have to do this for
too many apps, as
popular apps should
be known-safe and
automatically allowed
through Controlled
folder access.
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https://www.howtogeek.com/223503/how-to-use-and-configure-the-new-notification-center-in-windows-10/
https://www.howtogeek.com/129178/why-does-64-bit-windows-need-a-separate-program-files-x86-folder/
https://www.howtogeek.com/129178/why-does-64-bit-windows-need-a-separate-program-files-x86-folder/
https://www.howtogeek.com/329532/how-to-protect-your-files-from-ransomware-with-windows-defenders-controlled-folder-access/
https://www.howtogeek.com/329532/how-to-protect-your-files-from-ransomware-with-windows-defenders-controlled-folder-access/
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Free internet is easy
to come by these
days. Free, s a fine
ternet? That’s anoth-
er story. It's quite
easy for someone on
the same network to
intercept your traffic,
meaning that they
can see the contents
of your emails, your
social media traffic,
your chats—basically
any internet that’s not
encrypted by default.
If you are connected
on a plane, in a café,
or in another public
space, there is a very
good chance some-
one is listening. It
could just be for curi-
osity, it could be
criminal, but it is
quite common. Fortu-
nately, it's also easy
to protect yourself.
When you are using
a public Wi-Fi net-
work, you should al-
ways, always, always
use something called
a virtual private net-
work. Lots of security
measures are option-
al, but unless you
want some random
person snooping on
everything you do
online, a VPN is a
must.

A VPN creates an
encrypted tunnel be-
tween you and your

provider. Your inter-
net traffic goes
through that tunnel
and then out to the
rest of the internet.
I's not exactly the
same as encrypting
all your data—a VPN
only encrypts it for
that trip to the provid-
er. But by doing so,
you can stop some-
one from trying to
see what is being
sent to the provider.
Setting up a VPN on
your computer or
phone requires a bit
of work to get it con-
figured, but it's not
that difficult. The ef-
fort and tech skill is
similar to setting up a
new mailbox on an
email program like
Microsoft Outlook.
Once it’s configured,
you simply click to
connect and you’re
set. Here’s how to
get started:

St e pGetla.VPN
service. You may be
able to get one
through your job or
school. You can also
find an independent
provider. There are
free services that
tend to be supported
by putting ads in your
browser, and paid
services that are ad-
free. P Cmagazine

Vi

one.

Up a
t o use

has a good review of
free VPN services,
and Reviews.com did
a good overview of
all services (including
very affordable paid e
ones). A good ser- o
vice will run about
$75 a year, with
some budget options
closer to $40 and
high-end packages
that easily handle
heavy streaming
closer to $100.

St e pGeRyour
VPN credentials into
your device. Your
VPN provider will
likely give you de-
tailed instructions,
but the basic idea is
the same every-
where.

The quick summary:
1. Go to your com-
puter's network set-
tings or your phone’s
security settings and
click to add a con-
nection. VPN should
be an option for the
connection type.

2. Configure it by
putting in the type of
VPN service, server
address of your VPN
provider and your
VPN username. Your
provider will give you
all this information.
Add in your authenti-
cation information.
Continued

VPN
provider

Your
wi ||
give you det a
i nstructions,
the basic ide
t he

everywhere

S ame

VPN
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http://www.pcmag.com/roundup/285788/the-best-free-vpn-services-of-2015
http://www.pcmag.com/roundup/285788/the-best-free-vpn-services-of-2015
http://www.pcmag.com/roundup/285788/the-best-free-vpn-services-of-2015
http://www.reviews.com/vpn/
http://www.reviews.com/vpn/
http://www.reviews.com/vpn/
http://www.reviews.com/vpn/
http://www.reviews.com/vpn/

simplify 10 dark point

4D »
How to Use a Dar k Theme
Everything in Windows 10
With Windows 10’s colors. Enabl & atrtke

Anniversary Update,
Microsoft now offers
a dark theme—known
as “dark mode”. This
option was previously
hidden and could on-
ly be enabled with a
registry hack. Now,
it's a simple toggle.
There’s just one
catch: it doesn’t ap-
ply to every Windows
application. But
we’ve got you cov-
ered. Here’s how to
get your whole desk-
top (or as much as

To activate a pq)sgit?l%) looking
dark.

This option also
doesn’t affect desk-
top applications, in-
cluding Windows
10’s File Explorer,
which will remain
white.

Enabl e t
Theme i n
crosoft

The Mlcrosoft
Edge web browser
included with Win-
dows 10 also has a
dark theme. Howev-
er, its dark theme op-
tion is entirely sepa-
rate from the main

theme in Edogapl e Da roptioninSe’[-
tings...for some rea-
open the Mode for \/S'Oﬂ_
Mitcrosoft Edafows 10 S eToactvate adark
web browser,gnd Apps theme in Edge, open
open the menuloenablethe new the Microsoft Edge
and sel ect darktheme, head to web browser, open
FSettoBakect Settings > Personali- the menu, and select
o kg zation > Colors. “Settings”. Select
nb a o

Scroll down and se-
lect “Dark” under
“Choose your app

The Settings applica-
tion itself will immedi-
ately turn dark, as
will many other
“Universal Windows
Platform” applica-
tions. However, it’s
up to each developer
to support the dark
theme, and some ap-
plications will contin-
ue using their normal

“‘Dark” under
“Choose a theme”.
You can also choose
to set your theme
separately in

the Groove music
player and Movies &
TV video player
apps. However,
they’ll just use your
system theme setting
by default. You don’t
have to change

the setting manually,
as you do with Edge.

h €

NTo enable it, open an
E c Office application like

Theme i n MiI -

crosoft Of f i
Microsoft Office 2016

also contains a dark

theme that isn’t ena-

bled by default, and

must be manually

enabled.

Word or Excel and
head to File > Op-
tions. On the General
tab, click the “Office
Theme” box under
“Personalize your
copy of Microsoft Of-
fice” and select the
“Black” office theme.
Your theme choice
will apply to all Of-
fice applications. So,
if you set this option
in Word and later
open Excel, Excel
will also be using a

dark theme.

l nst al | Dar k
Themes for
Chr ome, Fir e
and Ot her Ap
cations

Many other Windows

desktop applications
have their own them-
ing options and
theming engines. For
example, to use a
dark theme in Google
Chrome, you’ll need
to head to Google’s
Chrome themes
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http://www.howtogeek.com/248177/whats-new-in-windows-10s-anniversary-update/
http://www.howtogeek.com/248177/whats-new-in-windows-10s-anniversary-update/
https://chrome.google.com/webstore/category/themes
http://www.howtogeek.com/222614/how-to-enable-windows-10s-hidden-dark-theme/
http://www.howtogeek.com/222614/how-to-enable-windows-10s-hidden-dark-theme/

Theme f
10

Dar k
Wi ndows

How to Use a
Everything in

or (Al n

site and install a dark
theme. For Firefox,
you’ll need to head to
Mozilla’s Firefox
themes site and in-
stall a dark theme.
For example, we in-
stalled the Morpheon
Dark theme for
Chrome. It makes
Chrome look much
more at home on a
dark-themed desk-
top.

Check to see wheth-
er the applications
you frequently use
offer their own theme
options.
EnablDerk
Theme f or
dows
Applicati
The real problem
with the new “dark
mode” setting is that
it doesn’t affect the
Windows desktop
theme at all. Desktop
applications like File
Explorer will continue
using the normal,
light theme.
Windows does have
a built-in dark theme
for desktop applica-
tions, but it probably
isn’t ideal. To enable
it, open the Control
Panel and head to
Appearance and Per-
sonalization >
Change the Theme.
Scroll down and

Des k't

choose one of the
High Contrast
themes, such as
“High Contrast
Black”.

This will make appli-
cations like File Ex-
plorer have a dark
background. Howev-
er, they won'’t look all
that great—high con-
trast themes are an
accessibility feature
designed to increase
contrast so the
screen is easier to
read and understand.
They don’t look as
slick as a modern
dark theme would.

If you want a slicker

C dark theme for File

Explorer and other
desktop applications,
you’ll have to go a bit
off the beaten path.
You'll need to bypass
the normal protection
against using third-
party themes—or
“visual styles”™ in
Windows. You can
then hunt down a
third-party dark
theme you like. Fol-
low our guide to in-
stalling third-party
visual styles on Win-
dows for more help.
For example, we in-
stalled UxStyle and
the Windows 10 —

Dark Edition visual
style. There are
many other dark
themes you could
choose. A theme like
this one makes File
Explorer and other
applications look
darker and fit in bet-
ter, although there
are still parts of Win-
dows desktop appli-
cations that themes
don’t (and can’t)
modify. Just make
sure you back up be-
fore installing some-
thing like this, as
you’re messing with
system files.

Like many parts of
Windows 10, the new
dark theme—or dark
“app mode”—feels in-
complete. Microsoft
could include a dark
theme option for Win-
dows desktop appli-
cations and the inter-
face would look more
cohesive. Perhaps
Microsoft plans on
replacing File Explor-
er with a new, Uni-
versal Windows Plat-
form-based file man-
ager in a future up-
date to Windows 10.
For now, though, this
is what we’ve got.

simplify 10

Mi cr oplodns

on replacing

Expl orer
new,
Wi ndows
-based
manager
future
Wi ndows

wi t |

i n

10
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https://chrome.google.com/webstore/category/themes
https://addons.mozilla.org/en-US/firefox/themes/
https://addons.mozilla.org/en-US/firefox/themes/
https://chrome.google.com/webstore/detail/morpheon-dark/mafbdhjdkjnoafhfelkjpchpaepjknad?hl=en
https://chrome.google.com/webstore/detail/morpheon-dark/mafbdhjdkjnoafhfelkjpchpaepjknad?hl=en
http://www.howtogeek.com/168270/how-to-install-custom-themes-and-visual-styles-in-windows/
http://www.howtogeek.com/168270/how-to-install-custom-themes-and-visual-styles-in-windows/
http://www.howtogeek.com/168270/how-to-install-custom-themes-and-visual-styles-in-windows/
http://www.howtogeek.com/168270/how-to-install-custom-themes-and-visual-styles-in-windows/
http://uxstyle.com/
http://neiio.deviantart.com/art/Windows-10-Dark-Edition-569233056
http://neiio.deviantart.com/art/Windows-10-Dark-Edition-569233056
http://www.howtogeek.com/222614/how-to-enable-windows-10s-hidden-dark-theme/
http://www.howtogeek.com/222614/how-to-enable-windows-10s-hidden-dark-theme/
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How to Set Up a Virtual Private Networ

That will include your
password plus some-
thing called a “shared
secret” that your VPN
provider will give you.

And that’s basically it
for the setup! To use
the VPN, just click
“Connect”.

St e pRe®ember
to turn it on when
you’re on public Wi-
Fi. Step 2 only sets
up your connection.
That does not mean
you are always using
the VPN. You need
to connect every time

you join a new Wi-Fi
network. If there is
one, | recommend
checking the box in
settings to show your
VPN in

the com-

puter’'s

menu bar.
This
makes it a
one-click process to
connect, and you can
easily see if itis ac-
tive or not.

One side note about
VPNSs: They change
where it looks like

Inside Government'’s Firewall

y ers
status or /__
& BB ==

you're located when
you access the web.
If your VPN provider

is based in California

and you live in Flori-
da,
your
traffic
will
B e e
you
are connecting from
California. That may
affect your localized
web searches: If you
search for “pizza de-
livery,” you'll get
shops that deliver in

California. It may al-
so affect streaming
video from Netflix,
your cable provider,
or sports streaming
services. If your VPN
is elsewhere, it can
change the market
you are in which may
affect the shows
(especially sports)
that you can stream.
You can always turn
it off if you are watch-
ing video, but it is
worth being aware
that these issues
might pop up.
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Turn of

not a

Pop quiz: How many
clicks does it take for
you to shut down Win-
dows?

If it is any more than
one, that's a waste of
clicks — and your time.
Whether your PC is a
desktop or a laptop,
Windows Shutdown
default has always

been a multi-click af-
fair. In Windows 7, you
had to open the Start
menu by either mouse
click or pressing the
Windows key on your
keyboard. Then you
have to clickthe Shut -
d o wibutton. In Win-
dows 810 10, itis a
threeclick Ch#&€ h a

C h aclick or press

St gelitkPower
cickShut down
There are a couple of
ways you can optimize
your computer, no mat-
ter what the version of
Windows, by changing
the Power settings with
Power OpWithon
a laptop, type | iindthe
Start search bar. On a
desktop PC, typep o w-
er Indhe Start
search bar and select
Change what
er but tleack d
case you will get cus-
tomizable drop down
menus for various pow-
er plans. By selecting
When | press
b ut tandnselecting
Shut d,euncan
now power off by just
pressing the power
button on your comput-

bunch

f your
of

er. In other words, the
power button is now
like an on/off switch.
You will notice the oth-
er options are Sleep,
Hibernate, and Do
nothing.

Make your selection for
each functions you
want. But knowing the
difference between
Sleep and Hibernate
can further make start-
ing and pausing ses-
sions time savers. By
default Microsoft hides
the Hibernate com-
mand in Windows 10. It
will appear as a greyed
out selection. But de-
pending on the config-
uration of your particu-
lar system, you can
activate it. | will explain
just how in the Sleep
versus Hibernate sec-

tion below.
Power down o
desktop

This may seem a tad
geeky, but it sure is
convenient: | keep a
Shutdown shortcut on

my desktop. Using

tried and true DOS
commands, you can
create one for yourself

in @ minute or less.

The command: %
windir %\ syst
\'shut dow#. &%
The section %wi ndi r
\ syst dimnst2
Windows to the direc-
tory where the shut-

down command acti-
vates. The extension i

s signals a full shut-
down. The extension i t

PC with
cl i cks

is for a timed shutdown
followed by the number
of seconds (in this
case five seconds) be-
fore shutdown begins.
This is handy in case
you click on the
shortcut accidental-

ly and want to stop it
from completing.

To create this handy
shortcut, right-click on
the Desktop, then se-
lectNew* Sho®Ort cut
the following window,
cut and paste the com-
mand above, changing
the number of seconds
to meet your needs.
Click Next, then name
the shortcut, the de-
fault, s hut down.
will appear but you can
change it if you want,
click Okay. Right-click
the icon that appears
on the Desktop, select
Pr o p e rthen eisk
Change amdc on
choose an icon from
the window that pops
up and click Apply or
Okay. Move the icon to
your preferred location
on the Desktop.
Back to the basics:
t he tkheryeesal ut e.

If you are a keyboard

oriented typist you can

always shut your com-

puter off in Windows 7,

8, and 10 by pressing
CTRL+ALT+Del et

access the Task Man-

ager Windows and its

Power button in the

lower right corner.

t ouch ¢

Power
exe your
Thi s

tad
sur e

down on
desktop
may seemn
geeky, bu
i s
convenient : |
a Shutdown
shortcut on 1

desktop
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People helping
People

Founded for the Residents of
Sunland Village East

Mission: To help each other learn about Computers

Membership is open to all residents of SVE

Dues are $20.00 each or $30.00 family per year

Due October 1 st

Adult Truths

| keep some peo-
ple's phone num-
bers in my phone
just so | know not
to answer when
they call.

| think the freezer
deserves a light
as well.

| disagree with
Kay Jewelers. |
would bet on any
given Friday or

Saturday night
more kisses begin
with merlot than
Kay.

| have a hard time
deciphering the
fine line between
boredom and
hunger.

The first testicular
guard, the "Cup,"
was used in Hock-

ey in 1874 and the
first helmet was
used in 1974. That
means it only took
100 years for men
to realize that
their brain is also
important.




